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Motivation
• While smart home adoption grows, privacy is a concern:

– Secondary use
– Appropriation

• Violation of the home’s privacy norms
• Spanning of long-settled boundaries



Our Goal

Enable developers to derive actionable 
steps toward respecting the privacy of 

smart home users in a personalized way.



How?
1. Predict Allow/Deny preferences

2. Identify preference-changing circumstances

3. Predict dollar value of smart home privacy



Scenario-Based Survey
on Amazon Mechanical Turk (N=698)



Survey Data → Actionable Steps



Machine Learning Models

Built with PySpark and scikit-learn



Actionable steps from model predictions
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Value Prediction
• Average user in data set, $49 voice assistant

Willing to Protect Willing to Accept
After Purchase $28.01 $44.48
Before Purchase $31.24 $38.03
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Discussion
• Secondary uses not OK, circumstances do apply
• Consumers are loss averse, but many expect 

privacy by default
• “So what? Adoption will grow regardless”
• Prevent the home from becoming a place 

where privacy is no longer included by 
default



Takeaway
A smart home developer can reproduce our 

work to identify [in]appropriate data practices 
and take actionable steps towards respecting 

the privacy of their user base at scale.



Thank you!
• PETS paper: http://bit.do/what-if-smart-home
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