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Data Security Assessments
Panel Discussion:

Malcolm Harkins, Carolyn Holcomb, Troy Leach, Tom 
McAndrew, Wendy Nather, Garin Pace

Moderators:
Elisa Jillson, Jim Trilling



Hypo #1
Company A was a start-up 10 years ago, with an innovative 
rent-a-pet model. The company now has over 150 employees 
in 3 locations. The company had no security personnel per se
at first and then hired a few IT jack-of-all-trades to handle 
aspects of security. The founder has now hired a CISO for the 
time. 

How should the CISO assess the company’s security at this 
point in time? How should the CISO stay on top of the 
company’s security?
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Hypo #2
Company B is a mature company with an internal audit 
department, a large security staff, and a CISO who reports to 
the board.  It plans to obtain new cyber insurance.

How should the CISO, the board, and prospective cyber 
insurers assess the company’s security?

What types of information will prospective insurers request from 
Company B to assess its data security risks?
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Hypo #3
Company C is a mid-sized firm that has long struggled with 
patch management and third-party vendor relationships. It hires 
a new CISO who wants to understand the scope of the 
problems and of the company’s security generally.

How should the CISO assess the security situation? 

How are these persistent problems relevant to Company C’s 
ability to obtain cyber insurance?
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Hypo #4
Company D starts processing payment cards for the first 
time. 

How should the company assess its risk on day 1 of 
payment processing and going forward?
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Hypo #5
Company E hires a penetration tester and discovers some 
significant vulnerabilities in systems that hold customer 
information, including payment card data. However, the 
company is going through a difficult financial time. 

How should the company proceed?
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Hypo #6
Company AA is required by FTC consent order to obtain 
biennial assessments. The company believes that system 
X does not contain any consumer personal information 
covered by the order, so it negotiates with its assessor a 
scope of work that takes system X out of review.

Setting aside legal issues, what are the implications for the 
assessment process of this carve-out?
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Hypo #7
Company BB has annual PCI DSS audits and biennial FTC 
assessments (required by consent order). The PCI DSS 
qualified security assessor (QSA) and the FTC assessor 
identify a number of ways in which the company’s security has 
not been consistent with the PCI DSS or the consent order. The 
company takes corrective actions. 

What findings should the QSA and the FTC assessor make?
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Data Security Assessments
Panel Discussion:

Malcolm Harkins, Carolyn Holcomb, Troy Leach, Tom 
McAndrew, Wendy Nather, Garin Pace

Moderators:
Elisa Jillson, Jim Trilling



Break
11:05-11:15 am 



Fireside Chat: Emerging Threats

Participants:
Joshua Corman

Commissioner Rebecca Kelly Slaughter



Lunch Break
11:45 am-1:00 pm 



The U.S. Approach to Data 
Security

Panel Discussion:
Chris Calabrese, Janis Kestenbaum, Daniel Solove, 

Lisa Sotto, David Thaw 

Moderator: James Cooper



Break
2:30-2:45 pm 



FTC Data Security Enforcement

Panel Discussion:
Woodrow Hartzog, Geoffrey Manne, William McGeveran, 

Lydia Parnes, Michelle Richardson 

Moderators:
Jim Trilling, Laura Riposo VanDruff 



Closing Remarks

Maneesha Mithal
Federal Trade Commission

Division of Privacy and Identity Protection



Start with Security:
Lessons Learned from FTC Cases
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available at business.ftc.gov
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Stick with Security:
An FTC Business Blog series
available at business.ftc.gov



Careful Connections:
Building Security in the Internet of Things
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available at business.ftc.gov



Data Breach Response:
A Guide for Business
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available at business.ftc.gov



Cybersecurity for Small Business
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available at business.ftc.gov



FTC Staff Perspective:
Web Hosts 
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available at business.ftc.gov



FTC Staff Perspective:
Email Authentication 
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available at business.ftc.gov



Bureau of Consumer Protection 
Business Center: business.ftc.gov
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BCP Business Center:
Privacy and Data Security Resources
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Educational Videos for Business:
ftc.gov/video



Thank You! 
Join Us on February 12-13, 2019

For the Consumer Privacy Hearing.
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