
PROTECTING CONSUMERS 
IN A WORLD OF 

BIG DATA



DATA PROLIFERATION

•

•

•

•

BALANCING OPPORTUNITY AND RISK



DATA SECURITY 
ENFORCEMENT
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IMPACT OF BIG DATA



DATA SECURITY 
LEGISLATIVE 
RECOMMENDATION

•

•

•
FTC PROPOSAL TO CONGRESS



PRIVACY 
ENFORCEMENT
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•

•

•

IMPACT OF BIG DATA



PRIVACY 
ENFORCEMENT
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•

RENT-TO-OWN MATTERS (2013-14)



FTC PRIVACY 
PRINCIPLES
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•

2012



DATA BROKERS

•
•

•

•

•

•

•

•
•

•

•

2014



DATA BROKERS: FTC 
ENFORCEMENT
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•

•

•
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•

CORNERSTONE AND BAYVIEW SOLUTIONS
(2014)



DIFFERENT INTERNET 
EXPERIENCES FOR 
DIFFERENT GROUPS

•

•

•
WHO YOU ARE AFFECTS WHAT YOU SEE



PRICE 
DISCRIMINATION IN 
ONLINE SHOPPING?

•

•

•

•

•

•
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QUICK PEEK AT TWO LOCAL NEWS WEBSITES WITH THE SAME OWNER AND USING 
THE SAME AD NETWORK

MIAMIHERALD.COM HOMEPAGE ELNUEVOHERALD.COM HOMEPAGE
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Language breakdown
Miamiherald.com Elneuvoherald.com

n = 60 Miamiherald.com ads, 51 Elnuevoherald.com ads

Research presented by Latanya Sweeney, Former Chief Technologist, FTC, and Jinyin Yang, FTC Summer 
Research Fellow, at FTC’s Fraud Affects Every Community Workshop, October 29, 2014



MIAMIHERALD.COM SAW MORE GENERIC SHOPPING ADS FROM MULTIPLE 
ADVERTISERS WHILE ELNUEVOHERALD.COM HAD MORE ADS ON PHONE 

SERVICE AND FAST FOOD

25% 25%
27%

0%

10%

20%

30%

40%

%
 o

f a
ds

 o
n 

w
eb

sit
e

Ad type breakdown
Miamiherald.com Elneuvoherald.com

n = 60 Miamiherald.com ads, 51 Elnuevoherald.com ads
• Immigration law ad                    ** Soccer / World Cup ads

Research presented by Latanya Sweeney, Former Chief Technologist, FTC, and Jinyin Yang, FTC Summer Research Fellow, at FTC’s Fraud Affects Every 
Community Workshop, October 29, 2014
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ANECDOTAL EXPLORATION RAISES A QUESTION. 

MIAMIHERALD.COM
(1 IN 61 ADS COLLECTED)

ELNEUVOHERALD.COM
(2 IN 52 ADS COLLECTED)



FTC WORKSHOP

•

•

•
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•

2014



BIG DATA LEGISLATIVE 
RECOMMENDATIONS

•

•

•

•

TRANSPARENCY AND CONTROL



FAIR CREDIT 
REPORTING ACT •



FAIR CREDIT 
REPORTING ACT

•
•

•

•

•
•

•

•
•

•

15 U.S.C. §§ 1681 ET SEQ.



FCRA AND 
BACKGROUND 
SCREENING 
COMPANIES
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•
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FCRA AND 
BACKGROUND 
SCREENING 
COMPANIES
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•

•



FTC FCRA 
ENFORCEMENT 
ACTIONS

•

•

•

•

•

•

•

•
•

•

HIRERIGHT (2012)



FTC FCRA 
ENFORCEMENT 
ACTIONS
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SPOKEO (2012)



FTC FCRA 
ENFORCEMENT 
ACTIONS

•
•
•

•
•

•
•
•
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FILIQUARIAN (2013) AND WARNING
LETTERS TO OTHER MOBILE APP
DEVELOPERS (2012)



FTC FCRA 
ENFORCEMENT 
ACTIONS

•
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•

•

•

•

INFOTRACK (2014)



FCRA AND TENANT 
SCREENING

•

•

•

•

•

FIRST ADVANTAGE SAFERENT (2010) 
AND WARNING LETTERS TO TENANT
SCREENING COMPANIES (2013)



FCRA GUIDANCE

•
•

•
•

HTTP://WWW.CONSUMER.FTC.GOV/TOPICS/CREDIT-
AND-LOANS

•
•

•

•
HTTP://BUSINESS.FTC.GOV/PRIVACY-AND-
SECURITY/CREDIT-REPORTING


