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UNITED STATES DISTRICT COURT m!&my,m
SOUTHERN DISTRICT OF TEXAS -

- Federal Trade Commission, . )
)

Plaintiff ' -

g COMPLAINT FOR PERMANENT
v ) INJUNCTION AND OTHER
3 EQUITABLE RELIEF

Zachary Keith Hill, )
)
Defendant. )
' )

Plaintiff, the Federal Trade Commission (“FTC” or “Commission”), for its Complaint
alié;ges as follows: )
1. - The Comm1ss1on Dbrings ﬂl‘lS action under Section 13(b) of the Federal Trade
| Comrmssmn Act(“ FIC Act” X 15 U S. C §§ 53(b), and Sectlon 522(a) of the Gramm-Leach—
Bliley Act (“GLB Act™), 15 U.S.C. § 6822(a), to obtain tempqrary, preh.mmary, and permanent
injunctive relief, rescission or ref§rmaﬁon of contracts, restitution, redress, disgorgement, and
other equitable relief for Defendant’s deceptive and unfair acts or practices in violation of
Secﬁon S(é) of the FTC Act, 15 U.S.C. § 45(a), and S;ection 521 of the GLB Act, 15 US.C.
§ 6821, | | o

- JﬁRISDiCTION ANDVENUE

2. Subject matter jurisdiction is conferred upon this Court by’ 15U.S.C. §§ 45(2),

~ 53(b), 16927, and 6821, and 28 U.S.C. §§ 1331, 1337(a), and 1345.

Page 1 of 15



3. Venue in the United States District Court‘for the Southern District of Texas is

proper under 15 U.S.C. § 53(b) and 28 U.S.C. § 1391(b).
PLAINTIFF

4, Plaintiff, tﬁe Federal Trade Commission, is an independent agency of the United
States Government created by statute. 15 U.S.C. § 41 et seq. The Commission is charged, inter
alia, with enforcement of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), which prohibits unfair
or deceptivé acts or practices in or affecting commerce. The Commission is also chérged, under
Section 522(a) of the G];B Act, 15U.S.C. § 6822(a), with enforcing Section 5210of the GLB Act,
15 U.S.C. § 6821, which prohibits, among other things, any person from using false pretenses to
obtain customer information of a financial institution ﬁ'om a customer. The Commission is
authorized to initiate federal district court proceedings, by its own attorneys, to enjoin violations
of the FTC Act and to secure such other equitable relief as may be appropriate. 15 U.S.C.
§ 53(b). |

DEFENDANT

5. Defendant Zachary Keith Hill, at all times material to this Complaint, acting alone
or in.conj‘unction with others, has formulated, directed, cdntrolled,‘ or participated in the acts and
practices alleged in this Complajnt. Defendant Hill transacts or has Uansaéted business in the
Southerﬁ District of Texas and throughout the United States.

COMMERCE
6. At all times relevant to this Complaint, Defendant Hill has maintained a
' substantial course of trade or business in or affecting coi;nmerce, as “commerce” is defined in

" Section 4 of the FTC Act, 15 U.S.C. § 44.
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DEFINITIONS
| 7. A “web page” is a single electronic document on the World Wide Web (“Web”),
readily viewable on a computer by anyone with access to the Web and standard Web browser
software. Evéry web page on the Web is identified by a Uniqlié global address.

8. A “Unifom Resource Locator” or “URL” is th:e unique global address of a
resource,-ﬂle, Or page on the’Wéb. Each wéb page has a distinct URL, such as
www.updatecentral.g2gm.com that sé1;ves as an Internet address for that wéb page.

9. A ‘°brow§er” is a-softwar‘e application used to view, downlqad, upload, surf, or
otherwise access documents on the Web. Browsers read coded docufnents that reside on servers
and interpret the coding jnto what users see rendered as a web page on their computer. A user
may retrieve and view a web page by entering the URL of the web page in the address barr of the
browser or by clicking on text in a document that has been coded to link to the URL assigned to
the web page. | | |

10.  “Unsolicited commercial email” or “spam” means an electronic mail message that
- consists of _bor contains a communication advertising, promoting, offering, or offeﬁng to sell any
_ product or service, or soliciting for consumers’ personal or financial information; and that is not
requested by the addressee or recipient or sent pursuant to a pre-ex_isting pusmess or personal
relationship between the sender and the a(idressee or recipient of the email.

.DEFENDANT’S. BUSINESS_ PRACTICES |

11.  Beginning at leas't_v as early as July 2002, Défendant;'or persons _'acting on his |

behalf, began sending to consumers unsolicited commercial email messages (“spam”) that

purported to be from the consumers’ Internet service provider, America Online (“AOL”), or the
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consumers’ online payment service provider, Paypal, Inc. (“Paypal”). This scheme tricked
consumers into divulging personal and financial information, including credit card and bank
account information.

AOL PHISHING SPAM

12, Defendant, or persons acting on his behalf, sends spam_mességes to United
States consumers stating -that the consumers need to update or correct the billing information on
the consumers’ AOL accounts. |

13. Defendant’s spam lists a ‘;Frc;m” email addreés that includes the terms
“customer service,” “account sefvices,” ;‘bil]ing center,” or “account dgpartment.”

14. | Defendant’s spam includes a subject line ﬁat states “AOL Billing Error Please
Read Enclosed Email,” “Please Update Account Information Urgent!,” “Account Services,” or

“AOL Billing Department Assistant.”

15. Defendant’s spam states that if the consumers do not respond by préviding _t'heir
billing information, they risk possible termination or'cancellatioh of their AOL accounts. For
example, one version of the spam includes the following statement:
“It is with regret, that we must inform you today of your accounts ‘[sic] )
‘pending’ billing serviées. This problem is in part, [sic]‘due to
technical difficulties in our domaiﬁ servers and is being corrected to
maintain qﬁality service for your enjoyment.”

Another one of Defendant’s spam messages states:
“. .. we have to ask all our members fo’fr updated/correct bilh’ng‘

information. Please be advised that this is mandatory. If we do not get
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your updated billing infonnation; your account will be revoked'a;md‘ put
| under review and may be cancel]ed.” |
A true and correct copy of one of Defendant’s spam fnessaées is attached hereto as Attachment
A. (Consumer email addresses have b_een' redacted.)
16. Defendant’s spam contains highlighted text labeled “Billing Service,” or
“Online Billing Site,” which functions as a hyperlink. The spam directé consumers to click on
~ the highlighted text link. When consumers click on the ]mk, their broWser software directs them
to a web page, posted on the Internet by Defendant, or pé'rsons acting on his behalf, that purports
to be AOL’s Billing Center web poge. A true and correct copy of one of these web pages is
ottached hereto as Attachment B. |
17. The er pages reached via the hyperlinks in Defendant’s spam fypically co_ntain
~ the headj'ng “AQOL Billing Center,”vand include AOL’s service marks and logos as well as live
links to real AOL web pages. These service marks, logos, and links further deceive consumers
into believing that Defendant’s solicitations are legitimate. Defendant’s web pages reiterate the
message from the spam regarding the need to provide the consumers’ AOL account billing
“information. Defendant’s web pages state that the consumers’ old credit card numbers have
failed authorization and ask the consumers for new credit card information. Defendant’s web
pages further state that if ﬁéw information is not provided by the end of fhe day, the consumers’
accounts will be cancelled.
18.  Defendant’s web pages ask consumers to type in the credit card oumbers currently
used to pay for their AOL éerﬁce and to enter new card"":nﬁmbers. Defendant’s web poges ask for

other personal and financial information, including in many instances such things as the
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~ consumers’ names, consumers’ mother’s maiden names, billing addrgsses, social security
numbers, datés of birth, bank names, bank telephone numberé, bank account numbers, bank
routing numbers, credit card limjts, personal identification numbers (“P]N numbers™), and the
three-digit card verification numbers on the back of credit and debit cards (“CID/CVV/ISC
numbers”). Defendant’s web.pages further instrubt' consumers to validate theﬁ‘ AOL accounts to
ensure they are “the rightful owner[s]” By entering their AOL screeh names and passwbrds.

.19' After consumefs fill in the informzﬁion requested on Defendant’s web pages, they
are directed to click on :‘Submit” buttons 16cated near the bottom of the péges. The web pages
assure éonsumers that their data will be sent “encrypted uéing AOL’s SSL seéu:rity.”

20.  Numerous consumers throughout the Uﬁted States relying on Defendant’s
representations have Submitted their personal and financial data to Defendant, or persons acting
on his behalf, via Defendant’s web pages.

-21. The information consumers submit to Defendant’s web pages is not transmitted to
AOL or any authorized affiliate or agent of AOL. Further, the information is neither encrypted
nor transmitted securely via the Intemét. Rathér, Defendant, or persons acting on his behalf, |
. receive consumers’ personal and financial information via plain text email messages generated as
a result of the programming code, often referred to as Hypertext Marl%up Language or “H’IML”
code cbntajned in Defendant’s web pages.

22. - Defendant obtains personal and financial information, including credit card, debit
card, and bank account information, from consumers who submit information to Defendant’s
web pages by accessing the resulting ema.il‘messages. ';

23.  Defendant, or persons acting on his behalf, use the information that consumers
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".
submit to his web pages to place orciers and make purchases éf goods or services by providing
~ the consumers’ credit card, debit card, and/or bank account informétion to pay for the purchases
without the consumers’ knowledge or authorization.

24.  Defendant, or persons acting on his behalf, use the information that consumers
submit to his Web pages to establish new accounts with online merchants or to establish new
credit card accounts with credit card companies without the consumers’ authorization. In some
instances, Défepdant, br persons acting on his behalf, use the information that consumers submit
to make unauthorized changes to the consumers’ accounts, such as changing the mailing
addresses for the account statements.

25. In some instances, Defendant, or persons acting on his behalf, use the cohsumers’
AOL user namés and passwords to log into the consumgrs’ AQOL email accounts without their
authorization to use consumers’ Internet accounts.

PAYPAL PHISHING SPAM

26‘. Defendant, or persons acting on his behalf, send spam messages purporting to be |
from PayPal to consumers stating that the consumers need to enter certain information to
maintain their Paypal accounts. For example, one version of Defendant’s spatﬁ_includes the
following statemént:

Dear Pa_ypal Member . . . . Our Systems have recently updated and
we scanned our computers for inactjve account or acéounts that
have not been accessed in the last 2 days. Your account has been
flagged an& needs to be feacﬁvafced or yo‘;n' account may be

cancelled.
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A true and correct copy of one of Défendant’s spam messages is attached hereto as Attachment
C. (Consumer email add;esses have been redacted.) |

27.  Defendant’s spam contains highlighted text labeled “Online Re-activation Site,”
which functions as a hyperlink. The spam directs consumers to click on the highlighted text link.
When consumers click on the link, their browser software directs thém to a web page, posted on

the Internet by Defendant, or persons acting on his behalf. A true and correct copy of one of

.these web pages is attached hereto as Attachment D.

28.  The web pages reached via the hyperlinks in.Deféndant’s' spam typically contain
the heading “Paypal,” and include Paypal’s service mark and logo as well as live links to real
Paypal web pages. The service mark, logo, and links further deceive consumers into believing
that Defendént’s requests for information are 1¢gitimate.

29.  Defendant’s Web pages direct registered users to log in by entering their email
addresses and passwords. After éonsumers ﬁil in the information requested on Defendant’s web
pages, they are directed to click on “Sign In” bﬁttons located near the bottom of the pages.

30. Numerous consumers who have received Defendant’s spam messages, that

_purport to be from Paypal, have clicked on the link to Defendant’s web pages and entered their

PaypaI email addresses and passwords.

31.  The email addresses and Paypai passwords that consumers submit to Defendant’s
web pages are not transmitted to Paypal, or any authorized affiliate or agent of Paypal. Rather,
the consumers’ email addresses and passwords are transmitted to email accounts accessed by'

Defendant, or persons acting on his behalf.
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32.  Defendant, or persons acting on his behalf, obtain the email addresses and Paypal
passWords that consumers submit to his web pages.

33.  Defendant, or persons acting on his behalf, use consumers’ email addresses,
which function as user names on Paypal, in conjunction with the consumers’ Paypal passwords
without their permission to access the:consumere’ Paypal accounts and to purchase goods or
services on those Paypal accounts.

| THE FTC ACT
| 34.  Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), prohibits unfair or deceptive acts
or practices affecting commerce. Misrepresentations or omissions .of material fact constitute
deceptive ac’.ts‘or practices pursuaﬁt to Section 5(a) of the FTC Act. Under Section S(ﬁ) of the
FTC Act, an act er practice is unfair if it causes or is likely to cause substantial injury to
consumers that is not outweighed by countervailing benefits to consumers or to competition and
that is not reasonably avoidable by consumers. 15 U.S.C. § 45(n).

55 . Section 521 of the GLB Act, 15 U.S.C. § 6821, became effective on November
12, .1999, and has since remained 111 full force and effect. Section 521(a) of the GLB Act, 15
U.S.C. § 6821(a), >pr'ohibits any person from obtaining or attempting to obtain “customer
" information of a financial institution relating to another person . . . (2) by making a false,
fictitious, of ﬁ‘auduleﬁt IStatementv or _representation to e customer of a financial institution.”

36. ‘Svection 527(2) of fhe GLB Act, 1 5. U.S.C. § 6827(2), defines customer
informa‘tioiz of a financial institution as “any information maintained by or for a financial
institution Whieh is derived from the reIationship between the financial institution and a customer

of the financial institution and is identified with the customer.”
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37.  Section 527(4) of the GLB Act, 15 U.S.C. § 6827(4), generalIy defines the term

. financial institution as “aﬁy institution engéged in the business of providing financial services to
customers who maintain a credit, deposit, trust, or othef financial account or relationship with the
institution.”

38.  Section 522(a) of the GLB Act, 15 U.S.C. § 6822(a), empowers the Commission
to enforce Section 521 of ﬁe GLB Act, 15 U.S.C. § 6821, “in the same manner and with the
same power and authority as the Commission has under the Fair Debt Collection Practices Act
[“FDCPA”] to enforce qompliance with sﬁch Act.” Section 814 of the FDCPA, 15 U.S.C.

§ 1692/(a), provides that “[a]ll of the functions and powers of the Commission under the [FTC
Act] are available to the Commission to enforce compliance” with the FDCPA. Section 814 Qf
the FDCPA also provides that a violation of the FDCPA “shall be deemed an unfair-or deceptive
act or practice in yiolation of” the‘FTC Act. Therefore, violations of Section 521 of the GLB
Act, 15 U.S.C. § 6821, constitute unfair or deceptivé acts or practices in> violation of Section 5(a)
of the FTC Act, 15 U.S.C.§ 45(a).
VIOLATIONS OF THE FTC ACT
COUNT ONE
FALSE AFFILIATION

39. In connection with the solicitation of consumers on the Intémef, Défendant
represents directly or indirectly, expressly or by implicatioﬁ, that the email messages he, or
persons acting on his behalf, send and the web pages he, or péréons acﬁng on his béhalf, operate
on the Internet are sent by, operated by, and/or aumoﬁzéd by the consumers’ Internet service

provider or by the consumers’ online payment service provider.
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40.  Intruth and in fact, the email messages Defendant, or persons acting én his behalf,
send and the.w'eb.pages he, or persons acting on his behalf, operate on the Internet are not sent |
by, operated by, and/or authorized by the consumers’ Internet service provider or by the
consumefs’ online payment service provider.

41. Thereforev, the representations set forth in Paragraph 39 are false and deceptive
and éonstituteci deceptiy'e acts or practices in violation of Section 5(a) of the FTC Act, ‘15 US.C.

§ 45(2).
" COUNT TWO

FALSE CLAIM OF NEED TO PROVIDE INFORMATION

42.. In connection with fhe solicitation of consumeré on the Internet, Defendant
represents directly or indirectly, expressly or by implication, that consumers need to submit
certain personal or financial information to Defendant’s web pages or they risk termination or
cancellation of ‘théir Internet seﬁce accounts or their online paymen;c service accounts.

43.  Intruth and in fact, consumers do not need to provide any information to

| Defendant’s web pages to avoid terminatibp or cancellation of their Internet service accounts or.

their online payment service accounts.

44.  Therefore, the representaﬁons set forth in Paragraph 42 are false and décepﬁve

‘and constitute deceptive acts or practices in violation of Section 5(a) of the FTC Act, 15 U.S.C.

§ 45(a).
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COUNT THREE
UNFAIR USE OF CONSUMERS’ INFORMATION
45.  In connection with the solicitation of consumefs on the Internet, Defendant, or
~persons acting on his behalf, usé the credit cards, debit cards, or other personal ér financial
information that consumeré submit to Defendant’s web pages to pay for goods or services
without the consumers’ consent. |
46.  Defendant’s practices as set forth in Pé.ragr‘aph 45 cause subsfamtial injury to
consumers that is not othei’ghéd by countervailing beneﬁfs to consumers or to competition and
that is not reasonably avoidable by consumers.
47.  Defendant’s practices as alleged in Paragraph 45 are unfair practices in violation
of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a).

COUNT FOUR

DECEPTIVE PRETEXTING OF FINANCIAL INFORMATION
48.  In connection w1th the sending of spam messages and the operation of web pages,

Defendant induces conéumers'to divulge their personal financial information by representing
that: o o _ ) |

a. Defendant’s spam messages and associated web pages are sent by,
operated by, or authorized by the consumers’ Internet service provider or by the consumers’
online payment service provider; or

b. Consumers need to submit certain information to Defendant’s web pages
or they risk termination or cancellation of their Internet "iservice accbunts" or their online payment

service accounts.
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49. truth and in fact,

a. Defendant’s spam messages and associated web pages are not sent by,
operated by, or authorizéd by the consumers’ Intem¢t service provider or by the consumers’
online payment service provider; and

b. Consumers do not need to provide any infor’matidn to Defendant’s web
pages to avoid termination or éancellatidn of their Internet service accounts or their online
payment service accounts.

50. By making these false.,' ﬁctitioﬁs; or fraudulent representations to customers of
fméncial institutions, Defendant obtains “customer information of a financial institution,”
including credit card numbers, débit card numbers, card limits, PIN numbers, CID/CVV/ISC
numbers, ba_nk account numbefs, bank account routing numbers, or PayPal access h1formation.

51.  Defendant’s acts or practices violate Section 521 of the GLB Act, 15 U.S.C. §
6821. Therefore, Defendant’s acts oi‘ practiéés are false and misleading and cénsﬁtute déceptive
acts or practices in violation of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a).

~ CONSUMER INJURY

52.  Defendant’s violations of Section 5 of the FTC Act, 15 U.S.C. § 45, and Section
521 of the GLB Act,  15 US.C. § 682‘1,' as set. forth above, have caused and are likely to continue
to cause substantial injury to consumers aéross tﬁe United States. Absent injunctive relief by this
Couﬂ,bDefend’ant is ]jkely to continue to injure coﬁsuﬁlers and harm the public interest.

THIS COURT’S POWER TO GRANT RELIEF
53.  Section 13(b) of the FTC Act, 15 U.S.C.‘/;§ 53(b), empowers Ms Court to gi'ant

injunctive and other ancillary relief, including consumer redress, disgorgement of ill-gotten
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gains, rescission or reformation of contracts, and restitution to prevent and remedy any violations
. of any pfovision of law enforced by the Commissic;n.'

54.  This Cqurt, in the exercise of its equitable jurisdiction, may award otheranciliary
relief as is necessary or appropriate to Iremedy injury caused by Defendant’s law violativons.

| PRAYER FOR RELIEF

WHEREFORE, »Plaintiff, the Federal Trade Commission, requests that this Court, as
authorized by Section 13(b) of the FTC Act, 15 U.S.C. § 53(b), Section 522(a) of the GLB Act,
15 U.S.C. § 6822(a), and pursuant to its own equitable powers:

1. Award Plaintiff such preliminary injunctive and ancillai‘y relief as may be
hecessary fo avert the likelihood of consumer injury during the pendency of this action and to
preserve the poséibility of effective final relief, including, but not limited to, temporary and
prg]jminary injunctions and an order freezing asséts; |

2. Pérmanently enjoin Defendant from vjolating Section 5 of the FTC Act, 15 U.S.C.
§ 45, and Section 521 of the GLB Act, 15US.C. § 6821, as alleged in this Complaint;

3. Enter judgment agaixist Defendant and in favor of Plaintiff for each violation
alleged in this Complaint;

4. Award such relief as the Court fmds necessary or appropriate to redress injury to
consumers or others resulting from Defendant’s ﬁolations .of Section 5 of the FTC Act and
Section 521 of the GLB Acf, inciudiﬁg’, but not limited to, rescission or reformation of contracts,
restitution, disgorgement of ill-gotten gains, and the refund of monies paid,; and |

5. Award Plaintiff such additional relief as the Court may deem just and proper.
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Dated: 1 2/l / 03 Respectfully Submitted,

WILLIAM E. KOVACIC
General Counsel

Coo A Loy,

Eric A. Wenger, Attomeykﬂl-charge (pro hac vice)
MD Bar No. 132585223

VA Bar No. 35587 (Associate)

DC Bar No. 441849 (Inactive)

Patricia Poss, of Counsel (pro hac vice)
N.D. IL Bar No. 6244754

IL Bar No. 6244754

MN Lic. No. 0271603 (Inactive)

Federal Trade Commission

600 Pennsylvania Ave., N.W., Room H-238
Washington, DC 20580

Telephone: (202) 326-2310; 2413
Facsimile: (202) 326-3395

ATTORNEYS FOR PLAINTIFF
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Wed Dec 4 08 35: Ol 2002

Received: from redwolf.ftc. gov (redwolf ftc gov [164 62 3. 21])
by lhasa.ftc.gov (8.1l. 6/8 11.6) with ESMTP id- gB4DZ1717028
G for ; Wed, 4 Dec 2002 08:35:01 -0500
- Received: from redwolf.ftc. gov (localhost [127.0.0. 1]).
by redwolf.ftc.gov (8.12:5/8.12.5) with ESMTP- 1d gB4DWqu008512
for ; Wed 4 Dec 2002 08:32:52 <0500 (EST) -
Received: from imo-m02.mx. aol.com (imo-m02.mx.aol.com. [64. 12 136. 5])
by redwolf.ftc.gov (8.12.5/8.12.5) with ESMTP id gB4DWqFP008505
for ; Wed, 4 Dec 2002 08:32:52, -0500 (EST) ’

'ﬂ'Recelved from Tran51tlonsDa11y@aol com

=+ - by imo- m02 mx.aol.com (mall out_ v34 13 ) 1d g.2f. 31029181
.(3972), o v
- Wed, 4 Dec 2002 08 32 43 0500 (EST)

» From : :
Message- ID~ <2f 31029181 2b1f5dfb@aol coms
Date: Wed, 4 Dec 2002° 08:32:43 EST

- Subject:. Fwd: Account. Services

To: tosemalll@aol com, tosspam@aol com, TOSFlles@aol com,
abuse@aol.com, '

. quick. sHIEQesOtd45md00@spam spamcop net, uce@ftc gov
MIME-Version: 1.0 o ) ;

- Content-Type: multlpart/mlxed, '

. boundary="partl_2£.31029181.2bl1f5d£fb boundary"

X-Mailer: AOL 8.0 for Windows US sub 230 o
'FTC-Received-Date: 12-04-2002 '

--pert 2£.31029181. 2b1f5dfb boundary ‘
‘Content- Type text/plain; charset= "Us- ASCII"'
Content—“ranﬂfer Encoalng 7b1t ’ )

—-partl 2f. 3102:181 2b1£5dfb’ bocndary
Content-Type:- messageyrfc822 .
Content-Disposition: inline -
' Return- Path . R :
‘Received: from. rly-xhoz mx. aol com (rly-xh02 mall aol .com
- [172.20. 115. 2311) by alr-xh02.mail. aol.com . (v89.21) with .ESMTP  id
WMAILINXHZZ 1204064408 Wed,_04 Dec 2002 06:44:08 -0500 -
. 'Received: from osiris.cc-net.net ([216.72.233.5]) by rly-
xh02.mx.aol.com (v89.21) w1th ESMTP 1d,MAILRELAYINXH27 1204064341 Wed
04 Dec 2002 06:43:41 -0500
Received: from fenix.cc-net.net (fenlx cc- net net [216 72 233 71)
by osiris. cc-net.net (1P1anet Messaglng Server 5:1 (bullt May 7
2001)) :
‘with ESMTP id <OH6L00508F498M@0$1rls cc-net. net>, Wed
04 Dec 2002 06:40:57 -0500 (GMT)
fRecelved {from nobody@localhost) .by fenlx.cc-net.net
(8.9.3+5un/8.9.3) o : ! - e
id GAA29031;. Wed, 04 Dec. 2002 06 44 : 23 +0500 (GMT)
Date: Wed, 04 Dec 2002 06:44:23 +0500 - (GMT) . S
From: - Account Department@qf37 com (Account Department@qu? com): .
.Subject Account Serv1ces . T

Message-id: <zooz;2040144;GAA29031@fenix.cg;het,nét>3?

Attachment A



. Content-transfer-encoding: 7BIT
. X-Mailer: Unknown (No Version) . .
Content Type text/plaln, charset—"US ASCII"

- Below is the result of your feedback form. It was'Submltted'by .
-.Account Department@qu7 ‘com (Account Department@qu7 com) on Wednesday,
December 4, 2002 at 06:44:20-

: Dea" VOhIinefMe_r_'_ﬁberv _5":49':‘._1'4 AM

" Please Visit The Onliné Billing Site
_ We have worked hard tql-h'elp'.yo'br bnline experience even better.

, However we have to ask all our members for updated/correct blllmg lnformatlon 'Please be :
~ advised this is mandatory. If we do not get your updated bllhng lnformatlon your account wnll be
. revoked and put under rewew and may | be cancelled . -

. Beforewe ‘start.bleese:hav_e jt_-hé, foi:fbwin:g:
| | éYodr iéet b:llmg Stefement.

4?’bur69nent¢fedit0af€3-: -.: S o R

" :‘. -Any relevant mfon'natlon

We are sorry for this lnconwence but in the long run, thlS wﬂl help keep your bllhng mformatlon
, safe and secure. S - _

B Wher_) you_bave'all the required informaﬁbh pleas_'e'visit'qur Online Billing Site

Sincerely _
‘Michael Ramirez

.- Billing Department
Rep# 645990015 . |

i



Please note: America Online will never ask for your billing information from -an Iﬁstaﬁt.
Message nor by telling you to reply to an EmaJ.l Your personal J.nfomat::.on is kept extremely
.confidential and w.1.11 never be viewed ‘

by ahj{one but:‘AOL E.:i.ll;'-;zg_Dépérément
EMATL SCRIPT ERROR. -

Online BiITing Site

- EMAIE ERROR ' - S e ey

-.partl_2f.31029181.2b1£5dfb_boundary-- -



\OL.COM l_.AOL'Billirig _Cen"c_er'- EE T .. . Pagelof3

Free Web space and hostmg ngm com

Saarch for Imlging Dy

Lew York, NY - E -

2P surenPasss.cd’

You are here: Home >AOL Bllllng Center '

AOL Blllmg Center

. .Answers to common questlons

| » Why have I been broucrht here?
~ » T want to stay with AOL, how do I keep my account? -
4 What 1f I dont hdve anothel credlt ca.rd7 o . | ' T e

America '_On-line' T SR 'D_ate:_Décemberé, 2002

#9 Enter your current cradit card billing information. , o R
@ _‘y o , o g n : . Important Guidelinas

‘ T . ) . : — ;L ’ - Flease type in your current credit card .
co _ _FirstNamei = o ) : } . : : ‘used for your ACL. account. -

i For name and address, piease. consuit

‘ L_ast Namel your billing recerds and credit card -

’ : ! - : receipts. Please type your name and
- Mother's ! - ¢ o - address as it appears on your credit

Maiden Name : i . card statements.
. B""ngl o ‘ o You must be the credit card holder or
Address . ' . : . authorized user of the credit card.
- Ciy[ N '
 State|Select - | L MOLpreters [ ViR
-Zip/Posial'l — ' | : S
Code r e S
Country}Umted States =
Phonef e A o
Number &— . e d
.~ Social
Security
" Number

Llcense —_— L o | ]
Date of Birth: lMonth @ ﬂDay xi@ erar ;g

AOL p—
Accepts

CardTypeL Lo @

. B . _ » - ' Attachment B s
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 Card Number{ S o [}Select@ .
o Explratlon T o C
Date _ R
BahkNar’nei ' |
+ Personal ' - I
Identification| . = L vk camsvennvon Numoar

- Number -

C]D/CVV2 Last 3 digits located behind your credit card or (4 : . R
: digits for AMEX located on the front above your

. , credlt card number)

Bank Phone’ ~ — J ‘
- Number - —d
CardLimit'lI | R

‘Important Guidelines |
Since your old credit card failed

2] Eht’er"NEW credif card. You MUST provide a new card.

= - authorization, please inputa T
AOL Accepts | o : NEW credit card. If we do not . : I
, e _ .get a NEW credit card by the - . L v
Card T R _ - K " end of the business day, your
- ype i @ : ~ account will be void and o
Card Number] . |[Select]ig]  canceled |
. . : s Please type in your NEW credit, .
- Explrahon Date{ - [ : - ‘card.Thiscard carnotbeon .o B
o o — e — . AOL's records, and it has to .-
. Name On Card a_ L i have a positive balance. Any
. : . 3 : invalid information will result in .
Bank Name i . a 850 processing fee.
- . . : You must be the credit card )
Dersonal Identification § e B B ] " holder or authorized user of the -
~ Number e 1 "~ credit card.
coow2[ "] -
Bank Phone Number { R [x]
‘Cardlmit § = - . .}
~ Bank Account Name § -
Bank Account Number{ ‘= |
Bank Account Fioutmg 3 '
' Number _ . )
Bank- Account Phone r — T S .
Number : e - : ,
ﬁ Validate your AOL account. . - - " For your safety - _
. We need to validate your current AOL Screen Name and Password to make Please do not download any fi les from
sure you are the nghtful owner of 'your account. - S ! ) -strangers. AOL will never ask you to -
. : . S o - - download anything. :
- ScreenName{. - -~ - . |
-, Password § o
v i ST ‘o e : -Yourcommentswnll be sentto our’
If you have any comments.or_quest.lons p!e.asev use. the wained staf for review.
111 www nmdatecentral o2om.com/ 12/9/2002
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'v»We want ‘to hear from you' Tell us
g what you thJ.nkl ST

i
'

Just cllck on the Submlt button and -
7+ youaredonel . ’

leshed

f" % Your data IS bemg sent encrypted usang AOL's SSL securlty

mem ﬂniihﬂ, e,

8 Amerlca Onhne Corporate Site : ‘ )
B MaJor parl:nershlp to brmg STARBRIGHT World horne for thousands of seriously i chlldren VIEW the archlve of the Webcast ‘ l e

3 Enjoy the benef'is The AOL Vlsa Earn Free AOL + Low 2.9% APR¥* h T '.' - 1-

2 America Onllne Accessibllity Policy .
- | Keep Your Kld" Safe in Cyberspace, AOL@SCHOOL GetNetwlse, anacy Protectlon, AOL's Unsolicited Bulk E rmail Pohcy and Helpmg org

‘AOL's Worldw:de Services: Specxal versions of AOL for residents of Argentma, Austraha, Brale Canada, France, Germany, Hong Kong, Japan,.

,? v"Vlex1co, Sweden, and the Jnlted Klngdom ,
M&mbez-ﬁerﬁﬁes :
Download AOL 7.0 . AboutAOL . . : Careers@AOL T Webmaster Info
AOL Pricing Plans - ‘About AOL Anywhere . ~ - Link to.Us . " AOL Anywhere Help
AOL Access Numbers = AOL@SCHoOOL ~ ~~ ° - . AdvertisewithUs Site Index - -

. AOL Affiliate N__etwork_ Sl Feedback : - _ ‘

Copynght © 2002 America. Onhne, Ine. AII nghts reserved.
= . Al nghts reserved. Legal Noticas
Privacy Policy
Try AOL 7.0
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1_15 08ﬂ59 2002

Recelved from saltydog.fte.gov (saltydog fte. gov [164 62 3. 23])
by lhasa.ftc.gov (8.11. 6/8 11.6) ‘with ESMTP id g7VU8xM07686
. for <uce@lhasa. ftc gov>; Sat, "31 Aug 2002, 15:08:59 0400 '
Received: from saltydog.ftc.gov: (localhost [127.0. 0.11) .. ¢ ’
by saltydog.ftc.gov (8.12: 5/8.12.5) with:-ESMTP id g7VJ6qSH009680
_ for <uce@lhasa.ftc.gov>; sat, 31 Aug 2002 15: 06:52 -0400 (EDT) - .
Recelved from. imo-r08.mx.aol.com (imo-r08.mx.aol.com. [152 163.225.104])
by saltydog ftc .gov (8. 12.5/8. '12.5) with ESMTP id. g7VJ6q2b009663
. - for <uce@ftc.gov>; Sat,. 31 Aug 2002 15 06 52 0400 (EDT) :
:“Recelved from g = ‘ - e -"‘
o . by 1mo—r08 mx.aol ‘com (ma
‘- sat, “31 Aug 2002 15:06: 4

.QFrom L
‘Message-ID: <da.l e.Z2aazb c4@ao com>

Date: Sat, 31 Aug 2002 15:06:44 EDT . ; oo

Subject: Fwd: Paypal Account May Be Closed Due To Inact1v1ty. Case

© 360732377

: "gMIME—Ver51on. 1.0

- Status: RO

I To tosemalll@aol com, tosspam@aol com, TOSFlles@aoi com, abuse@aol com,_j-=7
qulck sHIEQesOtd45mdoO@spam spamcop net, uce@ftc gov s L

:335Content Type multlpeit/mlxed boundarY“"Partl da 1d2b°

v _boundary™-
. -X-Mailer: AOL 7 0 for Wlndows US sub 10512

:Content—Length 2571
Llnes 66 - .

- —_partl_da.1ld2b0d9%.2aa26dc4_boundary .
--Content-Type text/plaln,.charset-"US-ASCII"
Content-Transfer Encodlng 7oit ,

--partl da 1d2b0d9e 2aa26dc4 boundary
Content-Type: message/rfc822 i
-AContent-Dlsp051tlon. 1n11ne

'Return-Path. <pem1cweb@pem1c nets L o o o “*fﬂaﬁ
Received: ‘from. rly-zd04.mx.aol. comi. (rly-zd04 mall aol com .
- [172.31.33.228}) by air-zd04.mail.aol.com (v88.20) w1th ESMTP ld
-MATLINZD41-0831141036; Sat, 31 Aug 2002 14 10:36° 2000° ’ T
.- Received: from smtp.pemic.net (dns. .pemic.net [213.187.0. 30]) by rly-
.zd04 .mx.aol.com (v88.20) with- -ESMTP 1d.MAILRELAYINZD41 0831141032 Sat,
31 Aug 2002 14:10:32 -0400
Received: from homing.pemic.net (homlng pemic. net [213 187.1. 250])
by smtp. pemic.net (8.9.3-pemic-1.0/8.9.3) w1th ESMTP id- UAA18561,.
. Sat, 31 Aug 2002 20:10:15 +0200 : .
.Recelved {from pemlcweb@localhost)
. - by homing.pemic. net (8.9, 3/8 9. 3/SuSE Llnux 8 9 3 0 1) 1d
. UAAl0105; - y A T
: © Sat, 31 Aug 2002 20: 10 14 +0200. AR S
f_Date. Sat, 31 Aug 2002 20:10:14-+0200 . - - ° Ty
Messa-e—Id <200208311810 UAAlOlOB@homlng pemlc net> '

Attachmont C
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“}<br>

From' servicel@paypal:. com .
"Subject Paypal Account’ May ‘Be Closed Due To Inact1v1ty. Case 360732377
X—Maller Unknown (No Version) - r B ) o
: Content Type. text/plain; charset-"US—ASCII" .

Content Transfer-Encodlng. 7b1t e —

(servzcel@paypal com) ‘on. Samstag, August 31 2002 at 20 10 14

<b>Dear Paypal MEmber</b>

Cors e . - : - T
,.Please VlSlt The <b><a href-"http //paypal safewebshop com">0n11ne'Re-"';7 Cota,
*act1vat10n<a></b> : : , CoL T e
<br> .’ ’

<br>

L.

"7f Our’ S?stems have recently updated and we scanned-our computers for

'.i<br>

1nact1ve account or-accounts that - have not been accessed in. the last 2
'i:days. Your .account. has . ‘been’ flagged and needs to be reactlvated or' our .
;Eaccount may be <b>cancelled </b> :

_.-?<br> " R --

<br>" ' e o : fon

 We are sorry for thls 1nconv1ence, but in the long run, thls w1ll o
-help keep your: Informatlon safe and secure. Please Visit the- <b><a T
href="http: //paypal safewebshop com/aobllllng html">0nllne Re—actlvatlon

Site</a> :

<br>.

. <bxr> . ' . ' .-

" Remember: Only authorlzed representatlves have acces to thls .
1nformat10n'</b> S i . :

- <br> :

_<br> ,

"Slncerely o

<brs>-

‘”Chrlstopher O' Rlley

.o<br> .

: Case #388731242<br>

—-partl_da.1d2b0d%.2aa26dcé_boundary---

e
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